CPSC-I-12-0002; MOD #23

Interagency/intra-agency Agreement

Partles to the Agreement

REQUESTING AGENCY/BUYER

SERVICING AGENCY/SELLER

U’ Conglinmer Product Safely

1A.  Depanment Cormission 18. Department Department of Trangportation
2A. Agency 2B. Agency Federal Aviation Administration
3A.  Ofiice 3B. Office Enlerprise Services Center
4A. OBLIGATION NUMBER __[4B. AGREEMENT NUMBER FF-FM-ESCK-OCPS-16
4. Agancy Localion Code (ALC) 61-00-0001]58. Agency Location Code (ALC) 69001104}
BA. Dala Universal Numbering Sys. # {DUNS) 069287522/68. Data Universal Numbering Sys. # {DUNS} 809772007
TA. Tax Identification # (TIN} 520978750|78. Tax Identification # (TIN} 730588975
BA. Treasury Symbol 61-15-0100(aB. Treasury Symbol 69)(4562
9A.  AID&Main Acct Code - 061-0100]eB. _AID&EMain Acct Code 069-4562
10A. Accounting Classification Cede 0 100A16DSE 2016 5445000000 |108. Accounting Classification Code
EXFM002720 253N0

. REQUESTING AGENCY/BUYER ] SERVICING AGENCY/SELLER
11A. Finance Point of Contact 118. Finance Point of Contact

Name Priscila Susi Name Thu T. Nguyen

4330 East-West Highway PO Box 25082, AMK-13

Address Bethesda, MD 20814 Address Cklahoma City, OK 73125

Phone 301-504-7566 Phone 405-954-5594

E-mail PSusi@cpsc.gov E-mail hu t.nguyen@faa.qov
12a. Program Point of Contact 128."Program Point of Contact _

Name Priscila Susi Name Mike Upton

4330 East-West Highway PO Box 25082, AMK-1

Address Bethesda, MD 20814 Address Oklahoma City, OK 73125

Phong 301-504-7566 Phone 405-954-8880

E-mail PSusi@cpsc.gov E-mail Mike. Upton@faa.gov
13.Period of Perfformance 14. _Legal Authonity

From {mmiddyy) 7o (mm/adiyy) Public Law 104-205 (110 Sial. 2657)

10/1/2015 9/30/2018 )
AMC-1 Franchise Fund Policy Statement, FY 2010-01 4/9/2010
15.  Total Agreement Amount (estimate) 186. Payment Terms and Schedule
$ 1,071,390.00
Advance Payment Required

17.  Bnef Description of the Supplles Services and Deliverables Required and Option Years, If Any;

FY 16 Financial Management Services:

Delphi Services 290,749.00
Accounting Services 726,419.00
R12 31,506.00
Accumulation 22,716.00
Total 5 1,071,390.00

DOT Appropriation, advances will be taken quarierly.

Franchise Agreement Financlal History {addendum)

Subject to Availability of Funding. Advances will be taken in accordance with continuing resolution guidelines. Upon approval of the

Authorized Approvals

REQUESTING AGENCY/BUYER

SERVICING AGENCY/SELLER

Niirria'dnd Yille' of AuthoAzad Qi s
Eddie Abhmad, CPSC Contracting Officer

M35

18.

20, Naie dnd Tills Sr Authanzed Oagy e

Mike Upton, Deputy Director, Enlerpnse Services Center, AMK-2

Signature by MCHARL JAMES WPTON

MICHAEL JAMES UPTON S5t o

‘Nime and Title 6f Find Ctikéation Olider

Signsture ‘Dale
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Signalurs “Dala
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FY16 Franchise Agreement: FF-FM-ESCK-OCPS-16

Enterprise Services Center (ESC)
Financial Management Program
Franchise Agreement

PROVIDER: U.S. Department of Transportation
Federal Aviation Administration
Enterprise Service Center
Mike Monroney Aeronautical Center
P.O. Box 25082, Oklahoma City, OK 73125

CUSTOMER: U.S. Consumer Product Safety Commission
4330 East-West Highway
Bethesda, MD 20814

1. PURPOSE

A. The Enterprise Services Center (ESC) will maintain for the U.S. Consumer Product Safety
Commission (CPSC) a separate, complete and identifiably distinct set of books on the ESC’s
Oracle Federal Financial System. ESC will also provide accounting services as further described
in the attached Service Level Agreement (SLA).

B. CPSC identified above has requested that ESC provide the goods and services identified in 1A
above.

| I SCOPE AND DELIVERY

A. ESC will provide information services and accounting services, as described in the SLA.

B. This agreement and/or the attached SLA incorporated herein and the orders placed against this
agreement provide the basis for funding, invoicing, and payment for transactions identified by
this agreement and orders placed against this agreement. Additional funding commitments may
be added to the agreement by modification, as a resuit of changes in the agreement and/or the
SLA and the dollar amounts identified. Any such commitments shall be documented by a
written modification to this agreement (See Article 1V) and incorporated herein.

III. RESOURCE COMMITMENT

A. ESC agrees that:

I. Sufficient resources are available to provide the goods or services identified in .A.
above.

2. FAA, MMAC, ESC will provide quarterly invoicing to CPSC reflecting dollars collected
against funds allocated and identified on the attached DOT Form 2300.1A.,
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B.

3.

Status reports will be provided to CPSC as reasonably requested.

CPSC agrees that:

1.

2

9.

Funds equal to the amount listed on the attached DOT Form 2300.1A are available to
ESC to carry out its obligations identified in this agreement.

. A contact point and/or representative(s) will be designated, in writing at the time of the

signing of this agreement, to coordinate activities including schedules, resource
requirements, equipment needs, property requirements, etc., with ESC. The contact
point/representative shall be authorized to, among other things, resolve issues relating to
billings, transfers of funds, invoices, and any other dispute that may arise as a result of
the performance of this agreement,

It will pay or cause to be paid to ESC, within 30 days of the invoice date, any and all
amounts invoiced on behalf of ESC in accordance with this agreement and any
modifications hereto. CPSC shall identify to ESC, within 60 days of its receipt of the
invoice, any disputes regarding invoicing procedures and/or amounts. Any dispute(s)
regarding invoicing shall be resolved in accordance with Article X of this agreement.

It will provide ESC with as much lead-time as reasonably practical regarding any
additional anticipated resource requirements.

It will provide ESC with as much lead-time as reasonably practical regarding any
anticipated reduction in requirements; provided further that, CPSC costs will be reduced
at the point in time ESC is able to sever costs for CPSC requested reduced requirements.
It will provide reports and briefings, as reasonably requested, by ESC.

It will document, in writing, all requirements relative to this agreement, any order(s)
placed in accordance with this agreement, and any modification(s) to this agreement.

It has the necessary and appropriate legal authority to enter into this agreement with
ESC.

CPSC has made the determination that it is in the Government’s best interest to fulfill or
satisfy these requirements through the ESC IAW FAR 17.5.

uv. AMENDMENTS, CHANGES, MODIFICATIONS

.

A.

Any and all changes and/or modifications to this agreement shall be in writing and shall be
signed by an appropriately designated and authorized representative of each respective party
acting within the scope of his/her authority. No oral statement by any person shall be
interpreted as modifying or otherwise affecting the terms of this agreement. Any and all
requests for interpretation and/or modification shall be made in writing. Modifications shall be
sequentially numbered.

The approval authorities for ESC and CPSC relating to any such changes, modifications are the
following:

Federal Aviation Administration,
Enterprise Services Center
Michael J. Upton, Deputy Director
PO Box 25082

Oklahoma City, OK 73125

U.S. Consumer Product Safety Commission
4330 East-West Highway
Bethesda, MD 20814
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C. [t is mutually understood and agreed by the parties that the dollar amount to be obligated by
CPSC under this agreement is identified in the DOT Form 2300.1A attached. Any funds due
and owed either party as a result of a modification shall be identified on the revised DOT Form
2300.1A and paid in a reasonable period of time.

| V. EFFECTIVE DATE AND PERIOD OF AGREEMENT |

A. The effective date of this Agreement will be the date of the last signature to this Agreement, or

October 1, 2015, whichever is later. The base period of performance will end September 30,
2016,

B. This agreement will result in a one (1) year base period of performance. This agreement
includes four (4) option periods. The bilateral, written option exercise may extend the effective
period of this agreement for a period of one (1) calendar year from the date of the exercise. In
any event, this agreement shall have a maximum effective period of five (5) calendar years from
the date the agreement is exercised. The parties agree to review the terms and conditions of the
this agreement at least annually to determine whether the agreement should be amended,
modified or terminated.

C. The parties acknowledge that fund obligations accruing to the parties and both of them out of this
Agreement shall be accomplished in accordance with attachment 1, DOT F2300. 14,
(Interagency/Intra-agency Agreement), and executed as between the parties. The parties
acknowledge and mutually agree that that document as well as funding documents initiated by
the customer in no way alters, amends, or modifies the obligations of the parties with respect to
this Agreement. The parties further acknowledge and mutually agree that in the event of any
conflict(s) between the document identified as an Interagency Agreement and this Frarichise
Agreement or other documents initiated by the customer, the terms and provisions of this
Franchise Agreement shall be controlling and shall carry out the purpose(s) for which this
Franchise Agreement is executed.

D. In addition to the forgoing and subject to funding availability, the effective period of this
agreement may be extended for a period of up to ninety (90) calendar days to bridge performance
hereunder until the appropriate agreement documentation can be entered into by the parties.

| VL. PROPERTY ACQUISITIONS |

Unless otherwise specified by modifications, any property acquired by ESC to perform work under this
agreement shall become the property of ESC.

| VI.. REASONABLE CARE AND PROTECTION ]

ESC and CPSC mutually agree 1o exercise reasonable and appropriate care to protect from unauthorized
disclosure to any third parties all intellectual property, proprietary and/or sensitive information and data
that become available while fulfilling duties and obligations under this agreement. No information, oral
or written, concerning pricing and terms of this agreement shall be published or released to any non-
party without prior written approval of ESC and CPSC, except as provided by law.

| VIILAUTHORITY

The FAA authorities by which ESC enters into this agreement are:

*  Public Law 104-205 (110 Stat,2957)
AMC-1 Franchise Fund Policy Statement, FY 2010-01 (April 09, 2010)
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The authorities by which CPSC enters into this agreement are:
+  The Economy Act (31 U.S.C. 1535)

| IX. TERMINATION / REVOCATION |

In addition to any other termination rights provided by this Agreement, either party may terminate this
Agreement at any time prior to its expiration date, with or without cause, and without incurring any
liability or obligation to the terminated party other than payment of amounts due and owing and
performance of obligations accrued, in each case on or prior to the termination date by giving the other
party at least 18 months prior written notice of termination. Payment of amounts due and owing may
include all costs reimbursable under this Agreement, not previously paid, for the performance of this
Agreement before the effective date of the termination; the total cost of terminating and settling
contracts entered into by the CPSC for the purpose of this Agreement; and any other costs necessary to
terminate this Agreement. Upon receipt of a notice of termination, the receiving party will take
immediate steps to stop the accrual of any additional obligations, which might require payment. All
funds due after termination will be netted against the advance payment and, as appropriate, a refund or
bill will be issued.

| X. DISPUTE RESOLUTION |

Where possible, disputes will be resolved by informal discussion between the parties. If the parties are
unable to resolve any disagreement through good faith negotiations, the dispute will be

resolved pursuant to the procedures and standards of the Business Rules for ntragovernmental
Transactions delineated in the Treasury Financial Manual, Volume 1, Part 2, Chapter 4700 Appendix 10.

| XI. FUNDING AND PAYMENT l

A.  The Service Level Agreements (SLA) clarifies the working relationship between the ESC and
CPSC. The SLA clearly defines roles and responsibilities and the services covered under this
Agreement.

B.  CPSC agrees to reimburse ESC for ali reasonable costs incurred as a result of ESC
performance and work required to service CPSC under the terms of this agreement. The
estimated costs are identified on the attached DOT Form 2300.1A.

C.  Ifan issue arises that might affect accomplishing the service for the overall cost, the
organization responsible for providing the service will notify and consult with CPSC in
sufficient time for an efficient and effective decision to be made.

D.  All OAs will be notified in advance of planned upgrades, enhancements or changes to Delphi
operations. The Delphi team will coordinate all changes to ensure that there will be minimal
disruption to services.

E.  The Delphi team will also provide advance-testing time and take necessary steps to ensure that
interfaces to feeder systems will not be adversely affected. All proposed enhancements or
additional functionality added to Delphi or any shared financial system or service shall be
reviewed and approved by OFM prior to implementation. Development and/or implementation
costs for any enhancement or added functionality benefiting CPSC will be funded by CPSC
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through an Amendment to this Agreement. Enhancements benefiting all OAs will be funded
by all OAs.

F. The DOT DCFO authorizes ESC to bill all OAs directly to recover total Program costs. In
accordance with Public Law 104-205, ESC will process advances and render monthly bills and
supporting documentation for annual Program obligations and expenditures. Advances will be
taken in accordance with Continuing Resolution guidelines. Upon approval of the applicable
appropriation, advances will be taken in accordance with this Agreement.

G.  Payment will handled by an IPAC transaction. The billing contact for ESC is ;

Mike Monroney Aeronautical Center
Office of Financial Services

General Accounting, AMK-320

P.O. Box 25760

Oklahoma City, Oklahoma 73125-4915A
405-954-4333 (fax 405-954-5322)

H.  The monthly bills will include 1/12 of the full annual expense for Delphi and Accounting
operations for FY16 and all recurring expenses for additional shared financial systems and for
any specific services that ESC or OFM performs for CPSC. Non-recurring expenses, such as
license costs, will be earned in full when the expenses occur. Supporting documentation will
identify costs incurred for each Program activity.
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| XIl. APPROVALS

7
U.S. Consumer Product Safety Commission

Signature Date

Mike Upton, Deputy Director, Enterprise Services Center

Digitally signed by MICHAZL JAMES UPTON

MICHAEL JAMES UPTON it esumon - e

Date: 2015.07.31 12:21:45 -0500°

Signature Date

Gaolg



Service Level Agreement

Enterprise Services Center

U.S. Consumer Product Safety Commission
(CPSQC)

Operations & Maintenance

(Delphi, CSC, & Financial Services)

Agreement Number: FF-FM-ESCK-OCPS-14
Version: 2.0

Appendix A - Template Version 2.0 Page 1 0f20



fSC J Service Level Agreement

Table of Contents

1. EXECUTIVE SUMMARY .. . teressenssraresns rerssreraesreaserasransaneesene )
2, GLOBAL SERVICES....cocoevrnemrenernnsennns reevesnsnnsrreessesassnntatersessssssnrreres vercessnnesanensosssasseresdd
2.1. SERVICE MANAGEMENT ....veviirerersererseeeceseressessssasneseeseesasesseessssesoostessnssessssesssssesssssons 4
2.2, SERVICE LEVEL DEFICIENCY 1vvvvvieeeesssesssesssersssenessssssssessassssssssssnesssssesesesessnsesnssssrssnsrss 6
2.3. CUSTOMER RESPONSIBILITIES +vvvivvereessmtasssessssresssecsssnsissessesssssssessssssssssssssssessssessasnresse é
3. FINANCIAL SERVICES (FS)........... etererernsanenrsetsearbnraTeenes st srasnesrressnss veeverenronsesssernnons T
a.1. COMMERCIAL & ADMIMNISTRATIVE PATMENTS 1iterieeeererceerreserreessssssrsssssnssssssssssesssssssrens 7
3.2. TRAVEL wvvvvreerrrvreessrressssssessssssensessssssssrssssserssssssssssssssssassasns rrirraretrssssanseareeessesesnabbbnne 8
3.3. RANTS e vveteierersreerinsesssbrsrssestsssiessosbesmantssssncesseessnrnnsesnesssssessssssnssan reteesseneeeerresennesons B
3.4, OTHER ACCOUNTING rovvveivnrerissersessessstesissstsnssemsrnnsssssesssssesssssssssssssssssssssssssessesrassns 8

3.5, ACCOUNTS RECEIVABLE.....vvvvsesirerssresssussisersensessernesssesessesesssssssssssssssasssssesssssssssnnsssssss?
3.6. PROPERTY ACCOUNTING 1vvivvvviiserressseisssnsismeessnsrssssssssssssssssssssnssssssssssssssssessssssssssssess?

3.7, REIMBURSABLES 1..vveeieeressversssressssersssstssssessossssnsseessnnsassesssssssssssssssesssnsessassesssserssnrres 10
3.8. (GENERAL ACCOUNTING .. e rbaresetretsessttbaaertbebessrsnreassrrresssreessssssnnnsssssonnecssren | O
3.9. REPORTS, ANALYSIS, & GENERATION brrrrrserberreststranntbrinsbtnnnnrrrrnrennssaseernnnsnnnnrras |0
J.10.  GENERAL SUPPORT v teetisereeeeeesessstsseessseesreesseeesessntessnessssessssstassssesssessssresessssessssons 11
4. INFORMATION SERVICES (IS)... vervsssressrasnrasnusaranens .11
4,1, ENTERPRISE SOLUTIONS 11vievvvreseierutresesssesssmssseesssossessssessssssmsemeesesnesssasssesssasasesessasssees 11
4.2, SYSTEMS DEVELOPMENT SUPPORT .vviconrreceresssrsesessssstssssssssssssssassssssesssnesonsessessesses 13
4.3. SYSTEMS TECHNICAL SUPPORT...cccuvenenn. ererrerrrierstrsaesssrarsrrrsaran berrereeesserinansnnnrsesanan 14
4.4, INFORMATION SECURITY 1vvevereeeirueesscreeseresssesssesssessssssssessssesssssssssstssssnessssssassssessssesns 16
4.5. COMMUNICATION SERVICES - TELECGMMLINICATIONS ernresterresenerrresessresorsns |18
4.6, CUSTOMER SERVICE CCENTER 1evuvevruvesseirtesssessseeeseeaneseerersssesssssssessessssesssssessssssssssesnes 19
5. REFERENCE DOCUMENTS. . vovsrrrensnnnrrens treressrnsrrarsssanannran e 20
6. DOCUMENT CONTROL... treesssmmraesennnnsnrane reeerreriseneresssanserestrasrae 20

Appendix A - Template Version 2.0 Page 2 of 20



Service Level Agreement

1. Executive Summary

Introduction The purpose of this document is to detail the service levels to be
provided by the Enterprise Services Center, to define the scope of
services, and to identify the service measurements that are
applied to the activities in order to monitor fimeliness and quality
of services provided.

The objectives of the Enterprise Services Center are 1o:

1. Produce improved financial information, accounting services,
and system operations.

2. Redlize cost savings across accounting and system operations.

3. Implement standardized practices through process
improvements.

The Enterprise Services Center's philosophy is that teamwork,
adapiability, responsiveness, and quality are fundamental to a
successful business relationship.

Scope of Activities | All the activities listed below are functions that will be provided.
The standard finoncial services functions are:

1. Commercial and Administralive Payments
2. Travel

3. Grants

4. Other Accounting

5. Accounts Receivable

6. Property Accounting

7. Reimbursables

8. General Accounting

9. Reports, Analysis, and Generation

10. General Support

The standard information services functions are:

Enlerprise Solutions

System Development Support

Systems Technical Support

Information Security

Communication Services - Telecommunications

s = S e

Effective Date This Performance Agreement is effective October 1, 2015 through
September 30, 2016. Changes to the agreemeni must be mutually
negoliated and agreed upon between the parties.
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Service Level Agreement

2. Global Services
2.1.  Service Management

Financial Services

Ensure fransactions are supported by adequate audit frails and are
maintained in compliance with Government Accountability Office (GAQ),
Depariment of Treasury, Office of Management and Budget (OMB)
regulations, and ESC policies and procedures.

Information Services

The ESC is Internalional Standards Organization (1SO) 2001:2008 and
adheres 1o Lean Six Sigma processes. In addition, the ESC Data Centeris
ISO {Internationat Elecirotechnical Commission {IEC) 20000-1:2005 certified
and Information Technology Infrastruciure Library {ITIL) compliant along
with the Informaltion Security Services group being certified under ISO
17020. The ESC Application Services adheres to Capability Maturity Model
integration (CMMI). The ESC shall provide effeclive support to meet or
exceed the service levels defined within this SLA utilizing processes that
align with the 15O 2001:2008, ISO/IEC 20000-1:2005, and 15O 17020
standards. These quality processes provide a management system,
including policies and a framework, to enable the effective management
and implementation of IT services and < basis for Continual Service
Improvement,

Enterprise Service Desk

The Enterprise Services Center uses the Customer Service Center service
desk as part of the global best practices that support the users of DELPHI.
Any events or incidents that require nofification and communication of
status of DELPHI will be directed 1o the poinis of contact that are provided
by the customer.

The cusiomer shall provide ESC an email group name that
contains the notification list that are to be coniacied regarding
stalus of the service. Madintenance of this email group is the
responsibility of the customer,

2.1.1.Key Personnel
Key personnel, as specified below, are considered essential to the services

being provided by this SLA,
Name Title Phone Email

Robyn Burk Director, Enlerprise Services | 405-954-8980 | Robyn Burk@fao.goyv
Center

Mike Upton Deputy Director, Enterprise | 405-954-8980 | Mike.Upton@fag.gov
Services Center
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Service Level Agreement

Shenandooh | Deputy Program Director, 405-954-3201 | Shenandoch.Speers@faa.qov
Speers Information Services

Steve Aube Program Director, Finoncial | 405-954-4333 | Steve. Aube@iaa.gov
Services

Matt Taylor Manager, Customer 405-954-4461 | Malt.C Taylor@faa.gov
Relationship & Business
Development Branch

Holly A Manager, Financial 405-954-6216 | Holly.A . Thompson@faa.gov
Thompson Management Branch

2.1.2. Service Metrics & Reporting

All service level metrics and reporting will be defined in Attachmeni 1. In
addilion, the ESC wilt conduct the following reviews and/or meetings with
the Customer as described below:

Responsible
Type and Definition Interval Individual
Performance Metrics. Meet with the Customer to discuss the Monthly/ Key ESC
following, for example: Quarterly Personnel
* upcoming events or as and/or
+  new requirements Needed Customer
s metrics Account
e service level deficiencies Represeniative
Annual Review: Meet with the Customer to discuss the following, | Annual Key ESC
at a minimum: Personnel
+ Service Level Agreement and/or
o Performance and Customer satisfaction Customer
Account
Representative
Service Level Reports: Agreed upon reporis provided to the Monthly/ Key ESC
Customer such as metric(s). Quarterly Personnel
or as and/or
Needed Customer
Account
Representalive

In order o monitor and evaluale the timeliness and quality of services
provided by the Enterprise Services Cenler, performance metrics are listed
for each applicable function. These metrics follow general accounting
activity standards, studies from industry best practices, as well as industry
standards. The Enterprise Services Center's ability o achieve these metric
goals is dependent in part on other offices. The ESC shall report
performance metric results to the customer CFO or designee, on a
monthly basis not laler than the 22n¢ calendar day of the month following
the monthly period being reported. The Monthly Performance Report
metric will include an explanation of cause of subsiandard performance,
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including origin of problern, and recommended corrective action
planned. When appropriate, the customer CFO or designee and the
Enterprise Services Center will jointly review causes of sub-standard
performance,

The term "business day” used in the metrics refers to normal business days
{i.e. Monday to Friday). The term "calendar day” used in the metrics refers
to Menday to Sunday. Financial management personnel have
determined the perceniages used in the metrics. These percentages
suggest the target level of effort deemed appropriate for a particular
activify.

2.2.  Service Level Deficiency

The ESC shall provide resolution of service level deficiencies. Any activity
effort that does not reach o performance metric target level must be
evaluated within 30 days and corrected as agreed upon with the
customer. Any problems or issues shall be directed to the Key ESC
Personnel for resolution, Key ESC Personnel shall provide feedback and
resolution within an agreed upon time acceptable o the Cusiomer. If the
Account Represeniative is unable to resclve the issue or problem within
the agreed upon time, it is the responsibility of that individuat to escalaie
the issue through management. The Customer does reserve the right to
contact higher levels of management if they believe the issue warrants
such escalation outside the normal resolution process.,

2.3. Customer Responsibilities

2.3.1. General
The Customer shall:

23.1.1. Provide Customer—related information and applicable documenis
for this SLA.

23.1.2. Follow established help desk procedures as defined in the Delphi
Online Helpdesk.

2.3.1.3. Schedule and pay for all requested training.
23.1.4, Participale in defining requirements for and testing of new reporis.

23.1.5. Porticipate in semi-annual disaster recovery testing to ensure
accessibility of disaster site and operation of all functions as usual,

2.3.1.6. Participate in testing upgrades and new development as requested.
2.3.1.7. Provide telecommunications access to the system,

2.3.1.8. Designate a security officer.

2.3.1.%. Provide funding for any security related travel expenses.

2.3.1.1Q0. The customer will be responsible for patching any identified third
party software that is used and required by their suite of
applications, not identified as a defined part of the operating
system. These products may include for example: Java, Adobe,
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Flash, etc... (This is not an all-inclusive list of products that have been
identified). The customer agrees to patch identified third party
software on a reoccurring schedule that coincides with the defined
ESC datacenter patching schedule in section 4.4.1.

2.3.1.10.1. In the case that the customer is unable to meet the patching
schedule identified in section 4.4.1, the customer is responsible
for coordinating with their 1550 to obtain the required Risk
Acceptance.

2.3.1.10.2. In coses where a patch or recommended fix moy cause or
causes the application to fail or significantly degrade the
function of the opplication, justifications and dates to mitigate
the vulnerability will be ceoordinated by the customer, their
ISSO, and ESC.

2.3.2, Security

The Customer shall:

2.3.2.1. Actively parlicipate in Delphi's risk management program by
evaluating risks identified by ESC and selecting and funding
appropriate mitigation activities, compensating controls and/or
considering Risk Acceptances or Deadline Extension approvals.

3. Financial Services (FS)

3.1. Commercial & Administrative Payments

3.1.1. function Description:

The scope of the Commercial & Administrative Payments accounting
function is the process of making payments to employees, vendors and
federal entities for products and services not related to Granis or Travel
and 1o provide service and support to customers for all Accounts Payable
relaied aclivities.

3.1.2. Activities:

3.1.2.1. Credit Card Payment Processing (CCPMT)
3.1.2.1.1.  Make Daily Bank Card Paymeni(s) (BCPYMT)
3.1.2.1.2.  Process Bank Card Interface (BCIFACE)
3.1.2..3.  Manual Processing of Bank Stalemenis (CCMANUAL)

3.1.22. Payments (PYMIS)
3.1.22.0.  Process Inter/Intra Governmental Payments (GOVPYMT)
3.1.22.2. Process Commercial Vendor Paymenis ([COMMVEND)
3.1.2.2.3. Process Miscellaneous Payments (MISCPYMT)
3.1.2.2.4. Process All Payables Interfaces (PAYFACE)
3.1.22.5. Verificalion of 1099/1042 Data (TAXFORM)

Note: This function is provided to customers that receive full
accounling services
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3.1.2.3. Payroll Processing (PYRL)
3.1.23.1. Import Payroll Interface file (PYRLFACE)
3.1.2.3.2, Process Manual Payroll Corrections (PAYMANUL)

3.2. Travel

3.2.1. Funclion Description

The scope of the Travel accouniing function is the process of reimbursing
fravelers for authorized business-related events and to provide customer
service,

3.22, Activities
3.2.2.1. E- Travel (ETRVL)
3.2.2.1.1. Process Interface Files (ETRVFACE)
3.2.2.1.2. Posl audit vouchers (EPOST)
3.2.2.2. Permanent Change of Station (PCS)

3.2.2.2.1. Process PCS Orders and Vouchers; and provide consultation
relating to PCS (PCSPYMT)

3.2.23. Travel Credit Card (TRVCC)

3.2.2.3.1. Provide Credit Card Service to Travelers (TRYCARD)
3.2.2.4. Travel Processing (TDY)

3.2.24.1. Process Manual TDY Obligations and Vouchers (TDYPYMT)
3.2.2.5. Centrally Billed Account Processing (CBA)

3.2.2.5.1. Reconcile Monthly Statements and make Payments
{CBARCON)

3.3. Grants

3.3.1. Function Description

The scope of the Grants accounting function is the process of allocating
funds for a specific project and making payments to grantees within the
agency's guidelines.

3.3.2. Activities
3.3.2.). Grant Payments (GRNTPAY)

3.3.2.1.1.  Process Manual Grant Obligations and Payments (GRNTMAN)
3.3.2.1.2.  Process Automated Grant Obligations and Payments
{GRNTAUTQ)

3.3.2.1.3. iSupplier Grants Help Desk Support {(ISGRNTHD)

3.4. Other Accounting

3.4.1. Function Descriplion

The scope of the Other Accounting function is the process of performing
accounting activities that do not fall within the first three accounting
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function categories listed above bul this function resides within the
Commerciat and Administralive Payments Division.

3.4.2. Activities
3.4.2.1, Paymentis Validation/Previewing (PREVIEW)

3.4.2.1.1. Preview invoices for data entry accuracy prior to sweeping
them to Treasury

3.4.22. Payments Sweeping (PYMTSWP)
3.422.1. Sweep Payments to Treasury (SWP)
3.4,222. Provide Paymeni Certification {CERT)
3.423. Supplier Setup (SUPPLIER)

3.423.1. Setup new Suppliers and update exisiing supplier records (SET-
UP)

3.4.24. Scanning Services (SCANNING)
3.4.24.1. Perform Scanning Services (SCAN}
3.4.3. Internal Control

3.4.3.1. Ensure accuraie status is maintained for all advanced balances for
each customer.

3.4.3.2. Ensure all cash transactions for the OA are supported by adequate
audit trails and are maintained in compliance with GAQ,
Department of Treasury, OMB regulations, and ESC policies and
procedures.

3.4.3.3. Ensure conirol setups are supported by documenied requests ond
requirements and are consistent with GAQ, Treasury, OMB, ond ESC
policies and procedures.

3.5. Accounts Receivable

3.5.1. Function Description

The scope of the Accounts Receivable [A/R) accounting funciion is the
receipt of money that is owed to the OA by customers or business parties
from the public seclor for products and services provided.

3.5.2. Activities
3.5.2.1. Accounts Receivable (AR)
3.5.2.1.1. Process Accounts Receivable Transactions (AR-MISC)
3.5.2.1.2. Prepare Treosury Report on Receivables (AR-TROR)
3.5.22. Collections (COLL)
3.5.2.2.1.  Process Collections (SF 215s) {CL)

3.6. Property Accounting

3.4.1. Function Description

The scope of the Property Accounting function is the process of properly
recording, monitoring, and reviewing all inventory and property.

Appendix A - Template Version 2.0 Page 9 of 20



Service Level Agreement

3.6.2, Aclivities
3.6.2.1. Property (PROP}

3.6.2.1.1. Process Fixed Assets transactions wilh receipt of compleie
capilalization package (FA-PKG)

3.7. Reimbursables

3.7.1. Function Description

The scope of the Reimbursables accounting funclion is the processing of
Reimbursable Agreements (RA) for the customer.

3.7.2. Activilies
3.7.2.). Projects Accounting (PA)
3.7.2.1.1.  Process Seller Reimbursable Agreements (REIMB)
3.7.2.1.2. Process Manual RAs and Billings [RA)

3.8. General Accounting

3.8.1. Function Description

The scope of the General Accounting function is the process of validating
financiol documents and performing accounling activities that do not fall
within the scope of other accounting functions previously discussed in this
document.

3.8.2. Activities
38.2.1. Cash Opersations (CASH)
3.8.2.1.1. Perform 224 Reconciliation (224)

3.8.2.1.2. Research and Clear Siatement of Difference [non-ESC
created) (RSEARCH)

3.8.2.1.3. Perform Treasury Confirmalions {TREAS)
3.8.22. Reconcliliation (RECON)
3.8.2.2.1. Perform Month-end Close Processes and Procedures (MTEND)

3.8.2.2.2. Perform reconciliation of subsidiary ledgers 1o the General
Ledger (RCON}

3.9. Reports, Analysis, & Generation

3.9.1. Function Descriplion

The scope of the Reporls Analysis accounting function is the process of
providing reports in response to unique request of management.

3.9.2. Aclivities
392.2.1. Financlal Reporting {FINRP)

3.9.2.1.1, Prepare and submit Financial Statements ond related noles
and checklist {FINRPT)

3.9.21.2. Input Budget information into the Budget Execution Madule
(FINRPT)
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3.10. General Support
3.10.1. Function Description

In addition to ihe services described above, ESC also supports our
customers with request to provide documentation in support of internal as
well as external audit reviews.

4. Information Services (IS)

4.1. Enterprise Solutions

The ESC shall provide support to include the life cycle management of the
Delphi application, The ESC is responsible for developing/testing and
transitioning of the application into the Production environment.

4.1.1. Development/Test System Change Requests (SCR Management) Services
The ESC shall:

4.1.1.1. Provide Project Management for System Change Requests (SCRs)
that are very large or of sufficient complexity to require the
introduction of project management skills. Examples include SCRs
that involve multiple core funclions, interfaces 1o other systems,
require extensive coordinated integration testing, or have very high
political visibility. In these cases, the ESC will provide support,
schedules, documentation, project meetings, tracking, and budget
oversight,

4.1.1.2, Provide service transition or deployment. implementation into
production with proper documentation and processes to ensure
integrity and performance of the system in the production
infrastructure.

4.1.1.3. Provide documentation. The creation of documentation for a
specific system, including hard copy and on-line media.

4.1.1.4. Provide supporl and maintenance as requested, including
month/year end, system interfaces, reporting (Discoverer, web
reports, and application reports), and applications. Including
analysis, design, documentation, testing, deployment, and
verification.

4.1.1.5. Supports OMB/Financiol mandated reporling and coding
modifications.

4.1.1.6. Provides comprehensive best practice release management for
projects, development, emergency changes, and major system
release updates.

4.1.1.7. Supports all Certification and Accreditation (C&A) aclivities.

4.1.2, Continvity of Operations {(COCP)/Disaster Recovery Aclivities
The ESC shall:
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Support Conlinuity of Operations (COOP) and Disaster Recovery
(DR} meetings and testing (2 per vear).

4.1.3. Development and Test Application Administration Services

The ESC shall:

4.1.3.1.

4.1.3.2.

4.1.3.3.

4.1.3.4,
4.1.3.5.
4.1.3.6.
4,1.3.7.

4.1.3.8.
4.1.3.9.
4,1.3.10,
4.1.3.11,
4.1.3.12.

Perform maintenance, security, standardization, and separation of
duties setup.

Adminisier user IDs for system access to development and fest
environments and acl as subject matter experts {SMEs) (level 3
supportl) to aid production services as required in the event of
access management incidents that occur in the production
environment,

Provide new user IDs, including communications with Customer
security officers for Production, Development, and Test
environments.,

Perforr user password resels and security contrals.
Provide prinier setup and maintenance.
Provide systermn wide lockouts,

Verify and communicate with developers via module design (MD)
120 documentation.

Ensure appropriate roles and responsibilities are established.
Provide disaster recovery set up.

Support and perform quarterly review of user access.

Monitor and manage businegss-critical nightly batch processing.
Monitor performance and availability of concurrent managers.

4.1.4. Development/Test Database Insiance or Data Administration Services

The ESC shall, in coordination with production support and heosting
services:

4.1.4.1,

4.1.4.2.

4.1.4.3.

4.1.4.4,

4.1.4.5,

Periorm backups, restores and overlays of database instances and
general database administration for development and test
instances. Including tuning, reselution actions, and security
scanning.

Engage in optimizalion and sizing efforts of the system
development/iest database,

Accomplish crilical patch updates {CPU)/patch set updates (PSU)
palching.

Accomplish application patching to maintain software compatibility
and supporiability with hardware and software environments.

Perform mainienance of tables, i.e., changes including addition,
delelion ond moditication to custom and core tables in the
development and test environments.
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Previde analysis and resolution to vulnerabilities and POA&Ms
idenlified during security scans,

4,1.5, Change/Release/Configuration Control Services

The ESC shall, in coordination with production suppor! and hosting
services:

4.1.5.1.

4.1,5.2,

Provide disciplined change management to ensure all changes that
can affect the system are caoptured, reviewed, tracked, properly
implemented, and fully documented.

Perform migration of programs/madules from test to production
environment, i.e., configuration management, change conirol, etc.

4.1.6. Audit Suppod Services

The ESC shall:
4.1.6.1. Assist customer and auditors with audits.
4.1.6.2. Prepare audit responses,
4.1.6.3. Perform audit support tasks not covered above that are
independent of C&A.
4.1.6.4. Provides assisiance o the Information System Security Officer (I1SSO)

in evaluating security control deficiencies by supporting plan of
action and milestones [POA&MS).

4.2, Systems Development Support

The scope of the Functional Systems Support function is the process of
supporting the technical and operational communities in ensuring adequate
systems performance.
4.2.1. Delphi Customer Services
The ESC shall;

42.1.1.
4.2.1.2.
4.2.1.3.
4.2.1.4,
4.2.1.5.

Provide production system support.

Provide level! 2 Delphi help desk for recurring projects.
Provide systems audit suppori.

Provide production system user documentation,
Provide business process support.

4,22, Delphi Opergtional Support

The ESC shall:
4.2.2.1. Provide systems development support.
4.2.2.2. Provide Delphi operational support.
4.2.2.3. Provide federal reports project.
4.2.2.4. Provide funclional testing/support.
4,2.2,5, Provide release migration support.
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4.2.3. Control Setups
The ESC shali:

4.2.3.1. Perform all setups (with the exception of Financial Statements).
4.2.3.2. Perform setup/maintenance of Financial Statemenits.

4.2.4. Year End Processing
The ESC shalf:

4.2.4.1. Provide Delphi year end,
4.2.4.2. Perform execution of Year end closing process.

4.2.5. 1099 and 1042 Processing
The ESC shall:

4.2.5.1. Transmit electronic files to the Internal Revenue Service (IRS).

4.3. Systems Technical Support

4.3.1. Basic Hosting Services
The ESC shall:

4.3.1.1.  Provide hosting of the Delphi application in a controlled
environment, including a secure facility per DOT security policies,
dual power feeds supplied through a system of fault-tolerant un-
interruptible power supplies (UPSes) and generators, and fault
tolerant cooling and environmental controls. Secure high-speed
conneclivity to the DOT Inter-modal Data Network {IDN} and the
FAA Wide Area Network [FTI} shall be provided, Access from the
public Internet is protected by a firewall system to prevent
unauthorized activity.

4.3.1.2. Provide physical security 1o include limiting the number of personnel
with unescorted access to the facility, providing and monitoring
security cameras, and ensuring adequate access controls are
maintained.

4.3.1.3. Provide escorled access to the SMF/ESC Data Center for autharized
personnel within business hours, Access required outside of business
hours shall be scheduled in advance and coordinated by SMF/ESC
Data Center personnel,

4.3.1.4. Provide the following services in support of the Delphi application for
all environments, as applicable:

4.3.1.4.1, System administration 1o include but not limited {o
Operating System {OS)/Secure Socket Layer (SSL}
installation and maintenance. preventive diagnostics, OS5
hardening and security and security controls
management.

43.1.4.2. Storage and Slorage Area Network {SAN] management to
include but not limited to SAN design and configuration,
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slorage device hardware support, storage utilization
moniloring and scaling, redundancy for loss and
unavailability prevention and preventative diagnostics.

4.3.1.4.3. Dalabase Administration to include but not limited to
database installation and configuration, security controls
management, database hardening and security
management, performance tuning and menitoring,
lablespace management and data integrity.

43.1.4.4, Middle Tier Administration to include but not limited to
installation of Oracle Middieware products, deploying
application BPEL processes, security controls management,
Oracle Middleware hardening and security management
and 35L installation and maintenance.

4.3.1.4.5. Patch Management to include bul not limited to applying
hardware firmware updates, OS5 security patches/service
packs and database security patches/upgrades within
astablished timeframes, see Atlachment 2.

4.3.1.4.6. Backup, Restore and Media Management 1o include but
not limited to:

4.3.1.4.6.1. Automaled systems 1o perform data backup.
4.3.1.4.6.2. Backup data encryption,

4.3.1.4.6.3. On-site and off-site management and access control of all
medic.

4,3.1.4.6.4. Secure storage of all backup data each day 1o provide an
optimal Recovery Point Objective (RPO) and then transfer
to a secure off-site facility.

43.1.4.7. Production Control to include but not limited 1o:

4.3.1.4.7.1. Continuous monitoring of the hardware system using
automated tool(s) that specify predefined thresholds to
ensure maximum availability, report and troubleshoot the
hordware and when established thresholds are reached
provide automatic notification to the technicians for
problem resolution and report on up-time, memory, Central
Processing Unit (CPU), disk, etc., 1o determine service level
availability of the system.

4.3.1.4.7.2. File transter configuration and support {e.g.. SSH, SSL,
Secure File Transfer Program (SFTP).

4.3.1.4.7 3. Interface services to schedule, moniter, test, and diagnose
system interfaces.

4.3.1.4.7 4. Application processing.
4.3.1.4.8. Disaster Recovery 1o include but not limited to:

4.3.1.4.8.1. System recovery at the primary cor alternate facilily within
agreed upon limeframes with minimal data loss.

43.1.48.1.1, Hot Site (i.e., computer system is localed in a secure
computer room at the disaster recovery facility and
maintained in a state of readiness. Databases are
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mirrored between the SMF/ESC D.ata Center and
the disaster recovery facility).

4.3.1.48.1.2, Ensure that the disaster recovery system is up and
available within a Recovery Time Objective [RTO) of
72 hours of a declared disaster with a goal of no
more than a Recovery Point Objective {RPQ) of one
hour of data loss, in the event of a disaster,

4.3.1.4.8.2. Bi-annual disaster recovery tests.

4.3.1.49. Provide the level of availability to the Customer and its end
users to satisfy their business needs. System availability for
end users shall be by joint agreement between the ESC
and the Customer. On-site technical support will be
available to the Customer during business hours. System
availability required outside of on-site technical support
hours will be handled by ESC call back procedures 1o meet
agreed upon system availability.

4.3.1.4.10. Respond to technical support requests within established
timeframes such as network port, Slorage Area Network
(SAN) conneclivity, additional storage. data fix, new
account and printer odd. Requests shall be directed to
the ESC Customer Service Center (help desk) to be logged
into the service management tool.

4.3.1.4.11, Nofify the Customer by felephone and/or e-mail when
unscheduled facility and sysiem events occur such as an
outage, system failure, security incident, elc., so that
appropriate nolification and/or contingency procedures
can be executed. Service related events and incidents will
be logged into the service management tool.

4.3.1.4.12. Notity the customer in advance prior to facilify/system
maintenance and system patching 1o permit the Customer
time to evaluate the impact. Change requests will be
created in the service management tool and reviewed
and approved at the Change Conirol Board (CCB)
meetings, which customers are invited and encouraged to
aftend.

4.4. Information Security
4.4.1. |nformaglion Security Operations Services
The ESC shall:

4.4.1.1. Assign a dedicated primary and allernate 1SS0 for Delphiin
accordance with the National Institute of Standards and Technology
(NIST) SP 800-100, NIST SP 800-1135, NIST SP 800-42, and National
Security Telecommunications & Information Systems Security
Instruction [NSTISSI) N, 4014,

4.4.1.2, Provide coordination of Plan of Action & Milestones (POA&M)
mitigation aclivilies, Submit POA&M proof documentation to the
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4.4.1.3.
4.4.1.4,

4.4.1.5.
4.4.1.6.

44,17,

4.4.1.8.

4.4.1.9,

4.4.1.10.

44.1.11,

Service Level Agreement

ESC Security Assessment group to solicit closure to mitigation
activities.

Maintain and or create securily documents.

Observe two Disaster Recovery exercises, creale the exercise reporis
and submit for Authorizing Official (AQ) approval.

Travel included for Disaster Recovery exercises.

Perform monthly Vulnerability ‘default' scans. High and Medium
vulnerabilities will be fracked. ESC will coordinate with the sysiem's
ISSO and System Administrators to ensure the vulnerabilities are
remediated in o timely manner. If a scan identifies a vulnerability
that is believed 1o be inaccurate, assistance will be provided 1o
create any required document(s).

Perform monthly Database scans on the (51) dotabase instances.
High and Medium vulnerabilities will be tracked. ESC will coordinaie
with the system'’s ISSO and Database Administrators to ensure the
vulnerabilities are remediated in a limely manner. If a scan identifies
a vuinerability that is believed 1o be inaccurate, assistance will be
provided to creale any required document(s).

Perform (2) Web ‘Application scans on the {4) websites. High and
Medium vulnerabilities will be tracked. ESC will coordinale with the
system's 1SS0 and Web Administrators to ensure the vulnerabilities
are remediated in a timely manner. If a scan identifies a
vulnerability thal is believed to be inaccurate, assistance will be
provided to create any required document(s).

Provide reporling of all security incidents in a timely manner, in
coordination with the 1850, 1o adhere to DOT/FAA Incident Response
policies.

As requested, provide status reports on security related activities
(e.9.. POA&M mitigation, upcoming unfunded FISMA requirements,
etc.) to keep management informed.

Travel not required for scanning services.

4.4.2, Information Security Assessment Services
The ESC shall:

4.43. Conductindependent assessments of Delphi to help the system
altain/maintain Federal Information Security Management Act (FISMA)
compliance.

4.4.4. Assessment deliverables for Delphi system:

4,4.4.1,
4.4.4.2,
4.4.43.
44,44,
4.4.4.5.

4.4.4.6.

Executive Summary (including Signalure Pages).

Securily Assessmeni Memaos.

Security Assessment Report (SAR).

Risk Assessment Report (RAR: based on weaknesses identified).

Plan of Action & Milestones (POA&M) wilh Mitigation
Recommendations.

Status Reports (distributed weekly to System POCs).
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4.4.47, Qui-brief ielecom (as coordinated by System POCs).

4.4.5.

4.4.6.

4.4.7.

4.4.8,

4.4.9.

4.4.10.

4411,

Mainiain points-of-contact (POC), POA&M, and general status
information in DOT's Cyber Security Management System {CSAM).

Provide security consultation to Delphi's Information Systems Security
Manager (ISSM) and Authorizing Official {AO) in matters pertaining to
Delphi.

Provide consultalion and feedback on security documentation created
by other enlities, 1o include other ESC organizations, in preparation for
approval by Delphi's Authorizing Official.

Create and disseminate monthly security status reports deiailing the FISMA
compliance, mifigation status trends and overall security posture of
Delphi.

Coordinate monthly meetings with ESC management, as availability
permits, to review Delphi-related security activities.

Provide (28] Interface Memorandum of Understanding (MOU} compliance
reviews,

Travel included to Kansas City, MO and Williom J Hughes Technical Center
(WJIHTC), Allantic Cily, NJ for assessment services,

4.5, Communication Services - Telecommunications
The ESC shalk;

4.5.1.

4.5.2.

4.5.3.

4.5.4.

4.5.5.

4.5.6.

4.5.7.

4.58.

459,

4.5.10.

Maintain an inventory and control of all circuits initiating from or
terminating of the SMF/ESC Data Cenler {to Delphi).

Serve as peint of contact (POC) for the DOT Cyber Security Managementi
Center [CSMC) at the SMF/ESC Dala Cenler.

Support firewall appliances and firewall management server at SMF/ESC
Data Center including installation, configuration, and maintenance.

Maintain and store all firewall traffic and create reports in support of
streamilining the firewall rule-base.

Provide firewall logs and other security data to DOT/FAA security offices
and other appropriate personnel as required.

Serve as an Internel Access Point (IAP) for SMF/ESC Data Center facility
hosting Delphi.

Provide network support and network security for systems localed in the
SMF/ESC Data Center,

Maintain interface connectivity to all server(s).

Provide fermination point equipment at ESC Demarc. This includes
necessary Channel Service Unit/Dala Service Unit (CSU/DSU} router and
swilches,

Provide continuous monitoring of the network using automaied tools that
specify predefined thresholds 1o ensure maximum availability. These types
of tools allow the ESC staff o comelate real-time system and network
status data to optimize service performance and availability and receive
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proactive alerts based on individual criteria and to monitor network
devices and provides standard configuration conirol across the network.,

4.5.11. Manage and provide supporl for the load balancing and SSL
acceleration in the Delphi environment.

4.5.12. Manage eftorts associated with the required data circuit(s) for DR unless
Custormner provided.

4.6. Customer Service Center

The Customer Service Center [CSC) provides 24x7x365/366 service desk
support {Level 1} managed through Information Technology System
Management {ITSM) tool set, first point-of-contact, service desk management
support and consultation conforming 1o Information Technology Infrastructure
Library {ITIL) besi praclices. Staffing consisting of Help Desk Institute (HDI)
cerfified CSC Agents and ITIL certified support personnel.

4.6.1. Foundation Adminisiration Support:

4.6.1.1.  Automated Call Distribution [ACD) and Interaclive Voice
Recognition (IVR) Administration.

4.6.2. ITSM System Administration
4.6.2.1, Configuration and Mainienance
4.6.2.2. System Security Certification
4.6.2.3. Disaster Recovery
4.6.2.4. Knowledge Base Management

4.6.3. Repoiting

A standard set of reports is provided to the customer which is negotiable
prior 10 go -live. Changes after implementiation must go thru the Change
Management process.

4.6.3.1. Development and Publication - Report Access Conirol through
Account Managemeni.

4.6.4, Service Desk Implementalion

Provide customer facing team to gaiher requirements and plan out
infrastructure in ITSM System,

4,46.4.1. Project Management Support
4.6.4.2. Business Process Engineering Support for ITIL Compliance

4.6.5. [ISM Functionality :
4.6.5.1. Incident Management
4.6.5.2. Chonge Management
4,6,.5.3. Service Level Management
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4.6.6. Prime Service Desk Support:
4.6.6.1. Provide support 24x7x365; Core Support hours 0500-2000 CST.

4.6.6.2. Primary Help Desk | and Il ageni(s).

4.6.6.3. Average Call Duration five to ten minutes.

4.6.6.4. Call/Eveni Logging - Tickets logged into ITSM system,

4.6.6.5. Password Resel Resolution, Application Support, System Monitoring.

4.6.6.6. AHempt fo resolve every call by performing general support utilizing
all provided knowledge base documentation,

4.6.6.7. CallEscalalion - if not resolvable to CSC, the call or event gets
routed appropriately.

4.6.6.8. Voice Mail Moniloring with Callback and event logging.
4.6.6.9. Email Inbox Monitoring with event logging.

4.6.6.10. Incident Life Cycle Management following ITIL Best Practice - Events
logged by Service Desk are monitored and tracked thru resolution.

4.6.6.11. End User Notification through use of Customized Message Recording
{CMR} via the ACD and phone iree.

4.6.6.12. Review all verbiage located on web sites that reference Service
Desk and provide feedback prior io publishing.

5. Reference Documents

Service Reference Description
Global | Attachment i Service Metrics & Reporting
IS Attachment 2 Change Criteria

6. Document Control

Version Date Comments Edited By
1.0 6/4/12 Initial Creation H. Thompson
1.1 6/15/12 | Updaled with Review Commenis H. Thompson
1.2 8/7/12 | Added "Delphi Only" to cover page H. Thompson
1.3 8/20/12 | Added 3.4.3.3 & Grants in Exec Summary & H. Thompson
Faired down Travel section 3.2.1 & updated
POC list
1.4 6/10/13 | Updated with FY-14 information H. Thompson
6/17/13 | Updated with IS verbiage H. Thompson
6/25/13 | Updated formalting per peer review H. Thompson
6/27/13 | Made tinal changes {o format and content H. Thompson
1.5 6/12/14 | Updated with FY-15 information H. Thompson
2.0 6/24/15 | Updaled branding. M. Taylor

Appendix A - Templaie Version 2.0 Page 20 of 20



Q o = a = anag 200 ad(Delp B ole
g De * ER0 0 Cl =
ed arae
Commercial & Administrative Payments
In accordance with the Prompt Pay Act and OMB requirements, 98% of cemmercial
Invoice Paid poyments (non-credit card) are paid by Treasury within 30 calendar days of recelpt by
Tmelingss the accounting office. "Days of receipt” refers to either the system date stamp OR the Monthly 98.0%
date stomp indicated on the document when it amived af the accounling office,
wihirhauar ic lmtar 4
EFT Usage 76% of ofl vendor poymenis are paid vig EFT.# Monthly 26.0%
Interest penaliies paid are less than or equal to .02% of total invoices paid. Payments
Interest Pald lor these penailties are subject to the terms described in the Prompt Payment Act.# Monthly 100.0%
Travel = =
Iravel EFT Usage  [95% of payments to trovelers are sent vig EFT Monihly 95.0%
Travel Payment  [95% of fravel paymenis are made within 8 calendar days of receipt in the irave! office Monihs 95.0%
Tirneliness rov roving gfficial in e-Trave! System i !
Grants
Grants Interface ?5% of ransaction daota is validoted and entered into DELPHI within 7 calendar business
Processing Tmeliness days of the Grani systern iransaction's date haonihiy 95.0%
Other Accounting
100% of supplier records shall be updated within 2 business days of receipt from
supplier Inpyt customer. “Days of receipt” refers 10 the KINTANA system date stamp. i supplier
Timelness information is received by 2:00 pm. EST, the fable is updoled by Close of Business {cos) tanthly 100.0%
the next day. If supplier information is received after 200 p.m. EST, the table is updaled
b [ i e ot
Accounts Receivable
Sent to Treasury 95% of ol overdue accounts (i.e. accounts that are iate in payment of 180 calendar
Timeliness days or more| are sent to Treasury within 30 calendor days of the definquent date. Monihly 95.0%
Delinquent accounts receivable from the public over 180 calendar days and eligible to
AR over 180 Days [be referred to Treasury are less than or equal to 10% of the lolol public accounts Monihly 90.0%
i ace
Property Accounting
H/A,
Reimbursables

# OMB Performance Metric
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Attachment 1 - Service Metrics and Reporting (Delphi & CSC Support)

Definition Reporting Performance
Freauency Taraet
Open Federal Accounls receivables should nol exceed 90 days in age. Monihly 59 days
General Accounting
Amount in Suspense [Amount in suspense accounis will be less than 60 calendar days reported in Net dollars
Greater than 40 Monthly 29 days
Povs
100% of the DELPHI cash activity on the SF-224 Statemeni of Transactions is reconciled
224 Cash wilh the FAMS Goals Systermn and provided 1o the customer points of contact tor Monthy 100.0%
Reconcifiation  [cenrection within 15 calendar days of the FMS Goals System report dote.
224 Cash Identified dilterences are comected ol the subsidiary ransaction level within 45 days of
Reconciligtion nolificalion Monthly 15 doays
Comection
Fund Bolonce with [Suslain less than a 2% fund balance nel difference between cusiomer and Treasury
. Monthly 98.0%
Tregsury ancigl repors S
Ensurg completion of month end close activities within established fimeframes 100% of
Maonth End the il Monthl 100.0%
Processing Timeliness € fime. Y
Reports, Analysis, & Generation
Financial Stalements Submit Financial Stalements 100% on time wilh approved scheduies, Quartert e
Timeliness vanery ’
Reconciligtion Provide detaited reconciliohon reports within 20 calendor days following oudil month to Monthly 100.0%
Reports Timeliness |cystomer points of contact .
Tre:sury_ Report  [Submit Treasury reports 100% of the fime within established timeframes. Monthty 100.0%
imeliness
Financial Statements Ensure the Financial Stalements are produced in Ihe system in accardance with OMB8
Circular A-136 and Treasury requirements, and are produced in fhe systermn in Monthly 100.0%
System Support ool . Tyl .
Functional Systems Support
Systems Help Desk [Rescive issue or respond o user with esiimated completion date wilhin 5 business days Monihl 98.0%
Ticket Timeliness _|95% of the fime U :
Ensure the SGL accounts are closed ond caried forward to the new year in
Year End Processing laccordance wilh Treasury requirements and the processing completed with Annuglly 100.0%
i i s 100% oof time
# OMB Performance Metric
SLA Metrics
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Attachment 1 - Service Metrics and Reporting (Delphi & CSC Support)

Meilric Definltion Reporting Performance
Freauency Taraet

Ensure 109%/1042 reports are produced in the system in accordance with internal
1099/1042 Revenue Service requirements, ond are produced. fronsmitted and mailed to the Annually 100.0%
Processing Timeliness|vendors and customers within established legal imelrames 100% of the fime.
Cuslomer ngce Achuelve 9055 favorable response on the cuslomer satistaction survey after Tier 2 Help Monthly 50.0%
|___Satistoction __ IDesk fickedis ¢losed
General Support
N/A | i |
Data Center Services
Maintain gveroll system availabiity during core business hours listed in the SLA (62.9).
Systern owlages will only be counted agoinst the SLA metric if the oulage occurs during
core busingss hours. The system will remain available during non core support hours: Monthly reports
.. |however any outage whether icheduled or unscheduled wil not be counted in the with o )
System Availablity (g » metiic. Mainfenance will be performed during non-core support houss with prier accumulative 99.5%
nofification and opproval fram the Customer, Crilical palches for securily summary for the
vuinerabillies will be performed after Customer approval and 24 hour nokfication. year,
Qutages that occur during this fime will count as scheduled downtime.
Maintain availabyiity of power to all servers 24 x 7. Monhly reporfs
with a
Power accumulctive ?9.9%
summary for the
veor
Maintain temperaluie of 75 degrees of less for the faciily 24 x 7. Monihly repors
with o
Cooling accumulative 99.9%
summary for the
YEOr
Application Services
Application Piglform Cn line response time for criical onling applications and financ al systems Measure Daily at 30
Oniline Response . . minule Intervals
fime :‘i':f:‘.;irfonnance = Transactions completed within Performance Target / Total and report Manihly
L 1
Online Response  ILogin Compleled on average < 3.0 seconds ar less 100.0%
Time - Login !

# OMB Performance Metric
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Attachment 1 - Service Metrics and Reporting (Delphi & CSC Support)

Metiic

Definition

Repoding
Fredauency

Performance
Taraet

Online Resparse Web reports run time is 10.0 seconds or less T
Time - Web Reports ’

Password Resets  |Ensure password resets are completed within 1 hour. 95.0%
[Nomal/Highl .

Possword Resefs  |ETwie password resets are completed immediately, 95.0%

|CriticalfEmergency) ’

Access Request  [Ensure access requests are complelted within 3 days 95.0%

Nomagl :

Access Request  [Ensure access requests ore compleled within | day.

- ) 95.0%
{Criticgl/High}

Access Request  [Ensure access requests are completed immediately. 25.0%
[Emergency} -
Customer Service Center

Measures calls ofiered to the ACD system and compares to actual calls answered by g [ MORTRly fepors
Service Desk agen) with @
Acgzl‘:’eorf;g:g:jg accumulative 85.0%
summary for the
I
Takes into consideration the number of callers that hang up before getting to a Service |  Moninly repors
Desk ogent. with a
Abanc;z:ueed Ca accumutative 6% or less
summary for the
'
Average time it iakes for an agent to answer a call affer the callin placed in the hold Manihly repors
Average Speed to |dveve Ll 26 Seconds or
Answer accumulative Less
summary for the
vear,

# OMB Performance Melric

SLA Melrics
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Attachment 2 - Change Ciriteria

Change Ciriteria

The priorities below indicate the current priority of a System Change Request. This can
be set by the requestor and updated by the analysts examining the Request.

1. Low - An enhancement request has been or should be submitted to Qracle.

2. Normal - ltems that allow for correction of erroneous entries such as accounting
adjustments (unless they are required for one of the items in the emergency
category). Also included are any items for which there is an acceptable
workaround. Resolution - over 30 days.

3. High - ltemns that prevent timely recording of accounting transactions such as
interfaces, billings, obligations, etc. Also in this category is user documeniation.
Resolution - within 30 days.

4. Critical - ltems that fallinto the emergency category but there is a workaround.
However the workaround is unacceptable and a resolution is required. If a SR is
logged it should be P2.

Resolution - 2 - 3 days.

5. Emergency - The only items that should be logged as emergency are items thot
cause a work stoppage (prevent payments from getting processed, prevent
closing of monih or year, or that prevent producing mandated reports {SF224,
FACTS land ll, etc.). They require 24 X 7 support until they are resolved. if a SR is
logged it should be P1, Resolution - ASAP.

The Weekly Migrations of Modules not associated with the announced Release
Schedules are determined by the following circumstances;

* Allitems with a priority set as Critical. The priority of these items will be validated
by CM.

» All Discoverer Reports, Folders, and/or Views.

* Request that are created by the Customer Services Team {Bug-Fixes) or the
Operations Team (Set-ups) and are not included in the Release Schedule.
Requests created by the Projects Team are considered enhancements and will
be assigned to a Release.

* Requests for Weekly migrations must be ready for CM Sign-off at Start of Business
on the doy preceding the scheduled migration. (This will usually be on Monday,
with migrations scheduled for Tuesday. When holidays fall on Monday, the

Page 1 of 2



Attachment 2 - Change Criteria

schedule may be delayed one day.)

* A Migration Review meeting will be held each Monday (or Tuesday, if Monday
is @ holiday) to consider each of the modules being migrated.

If the Migration is for a Discoverer Request that has an associated Package: i.e., view,
itis a SCR and the migration exclusions listed below apply.

—_— = e

Requests to correct Productions Issues; Data Corruption and SPIi Issues for example,
need to be migrated As Soon As Possible to minimize the impact they may cause.
Grave, but correctable, performance issues will be considered to be in this class of
issues.

» Emergency SCR's will be migrated to PROD on 'ASAP' basis. Emergency SCR's
must follow ‘Priority Definitions' defined and documented by Delphi. Written
justification from the ESC Delphi Owners, AMK-212 and AMK-214 or their
designees, and CM Approval will be required before migration to Production.

All Patches and/or Data Fixes associated with Help Desk Tickets and have a working
Oracle SR {TAR).

B e e e e o e e S et e e

No migrations may be scheduled and preformed during the periods listed below
except as stated:

* MONTH-END: No migrations will be made into PROD within seventy-two (72)
hours of the announced start of, or during, Month-end processing. except if the
migration is specifically to solve a known problem with the Month-end process.
The Month-end process is complete when the final 224 and Financial Statement
processing is finished.

* YEAR-END: No migratfions will be made into PROD within one hundred-twenty
(120) hours of the announced start of, or during, Year-end processing, except if
the migration is specifically to solve a known problem with the Year-end
process. The Year-end process is complete when the final 224 and Financial
Statement processing is finished.

e Normal PROD migration procedure will return when the above processes have
ended and the return to normal Production activities has been announced by
the sending of the Official Notice by the Delphi Staff.

* In each of the exceptions to this policy noted above, migrations info PROD must
be associated with an Emergency SCR, and must have the sign-off of the
appropriate Functional Team Lead and appropriate Development Team Lead,
and must adhere to the Configuration Management processes.
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