MEETING LOG

SUBJECT: UL Standards Technical Panel (STP) for UL 2900-2-1, Software
Cybersecurity for Network-Connectable Products, Components of Healthcare and
Wellness Systems

LOCATION: Teleconference
DATE: April 23, 24th and May 1, 2020

LOG ENTRY SOURCE: Simon Lee, Jr., Electrical Engineering and Fire Sciences
(ESEF)

COMMISSION ATTENDEES:
Simon Lee, ESEF
Doug Lee, EXHR

NON-COMMISSION ATTENDEES:
For a complete list of attendees, please contact Barbara Davis or Deborah Prince of
Underwriters Laboratories (UL). Some of the other participants included:

Doug Biggs (UL) Brian Fitzgerald (Food and Drug Administration)
Arthur Hicken (Parasoft) Matthew Vance (HCA Healthcare INC)

Jennifer Fields (UL) Larry Dischert (Tyco Integrated Security LLC)
Kevin McDonald (Mayo Clinic) David Barker (Stanley Black and Decker)

Phat Tran (BC Safety Authority) Anura Fernando (UL Life and Health)

MEETING SUMMARY:

The Rational Task Group (RTG) continued its earlier work for details on the purpose,
description and intent on clauses in the UL 2900-2-1 and why they are included, which
is laid out in the RTG separate matrix document.

More details were added to UL 2900-2-1 clauses 12.3.2-20.6 for more clarity,
correctness, and updating to current industry definitions and terms. Some of the topics
discussed for the overall document included:

Whitelisting software and applications when usage is feasible; when proactive
and reactive endpoint malware protection is used; software development tool
chains details added as part of the purchasing and quality management system;
deletion of third party software from vulnerability reports reference; and updating
the Open Web Application Security Project reference.

At the May 1 virtual meeting, the review of the RTG’s updated rationales was
completed. The Alignment Task Group’s work was also completed and will be posted to
CSDS for review before balloting.



