CPSC Privacy Impact Assessment 3/2021

U.S. Consumer Product Safety Commission
PRIVACY THREAT ANALYSIS/PRIVACY IMPACT ASSESSMENT

Name of Application/System: | GsS Cloud

Office/Directorate: |x|T /ITTS

Date: |7/23/2021

A. CONTACT INFORMATION

Person completing PTA/PIA:

(Name, title, organization) Terry Bard, Director, ITTS

System Owner:

(Name, title, organization) Terry Bard, Director, ITTS

System Manager/Technical POC:

(Name, title, organization) Denis Suski, Branch Chief, TSNE

B. APPROVING OFFICIALS

TERRY BARD o5 2010726 11:46:20 000

System Owner Date

1 Digitally signed by Senteria Jones
Se nte rl a ‘J O n eS Date: 2021.07.29 08:45:55 -04'00'

Privacy Officer Date

Digitally signed by PATRICK MANLEY
PATRICK MANLEY Date: 2021.07.29 11:34:42 -04'00"

Chief Information Security Officer (CISO) Date

Digitally signed by ABIOYE MOSHEIM
ABIOYE MOSHEIM pae: 20010728 14:4752 -0400

Asst. General Counsel for FOIA, Records and Privacy Date

JAMES ROLFES Jekati i B

Senior Agency Official for Privacy (SAOP) Date

C. SYSTEM OF RECORDS NOTICE

1. Will the system or application maintain records that contain information about
individuals? Yes IE No |:|

2. Will the system or application allow records to be retrieved by a personal identifier*? Yes |:| No IE

3. Will the records that will be maintained by the system or application be considered a

new collection of records? Yes |:| No IE

If the answer to 1, 2, and 3 above is “Yes,” then the system requires a System of Records Notice (SORN).
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* A personal identifier might include an individual’s name, address, email address, telephone number, social security number,
photograph, biometric information, or any other unique identifier that can be linked to an individual.

D. PRIVACY THRESHOLD ANALYSIS (PTA)

1. Will the information system, application, or data set be used to collect, store, or
: System, app : Yes[[] No[ ]
transmit personally identifiable information?

2. Has a Privacy Impact Assessment ever been performed for the information system or
A Frivacy fmp P y Yes[ | No[O]
application?
3. Is there a Privacy Act System of Records Notice (SORN) for this information system or
ore 2 Privacy ActSy (SORN) v Yes[ ] No[d]
application?

If any of the answers to question 1-3 are “Yes” then complete the Privacy Impact Assessment section (F) of this document.
If answers to questions 1-3 are all “No” then a Privacy Impact Assessment is not needed. Please complete the section (E)
below, sign form, and return to the CPSC Privacy Officer.

E. OMISSION OF A PRIVACY IMPACT ASSESSMENT (PIA)

Briefly describe the system and provide a The GSS Cloud environment provides the CPSC with a cloud-based infrastructure
supporting statement that explains why the PIA  |that has built-in redundancy and security, while minimizing management

is not needed. overhead. GSS Cloud offers various services that reside in the Microsoft cloud
environment and offered as as Infrastructure as a Service (laaS), as well as a
Platform as a Service (PaaS). GSS Cloud operates under the shared security model,
since security responsibilities are shared between Microsoft and the CPSC.

The GSS Cloud environment hosts various agency applications and data storage
components. These individual applications and/or data storage components have
their own individual privacy practices.

F. PRIVACY IMPACT ASSESSMENT (PIA)

1. Generally describe the type of information The GSS Cloud supports multiple agency information systems that may collect,

that will be collected, stored, or transmitted. |store, or transmit a variety of information types. Information types include the
following:

. personal identity and authentication

. agency reporting and information

. population health management and consumer safety

. legal investigation

. inspections and auditing

. budget and finance

. agency procurement

. personal and financial information of employees and contractors
. data and statistics

10. IT operations and security
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2.

What categories of individuals are covered
in the system? (public, employees,
contractors)

The public, agency employees and contractors are the categories of individuals
covered in the system.

G. SYSTEM DATA

3. Isthe Pll collected verified for accuracy? The PIl stored within the GSS Cloud environment is typically associated with an

Why or why not? application or process that is hosted within the GSS Cloud environment. These
applications or processes will address questions of the verification of Pll accuracy
individually.

4. Isthe Pll current? How is this determined? |10 pj| stored within the GSS Cloud environment is typically associated with an
application or process that is hosted within the GSS Cloud environment. These
applications or processes will address questions of Pl currency individually.

5. Who will be responsible for protecting the The CPSC network engineering team (TSNE) is responsible for the implementation
privacy of the individuals whose Pl is and maintenance of security controls that are in place to protect the privacy of
collected, maintained, or shared on the the individuals whose Pl is collected, maintained, or shared within the GSS Cloud.
system? Have policies and/or procedures TSNE operates under various agency security policies -- which include audit &
been established for this responsibility and  |accountability, configuration management, identification & authentication, and
accountability? system and communications protection policies.

6. Isthere a process for individuals to have The processes for individuals to have inaccurate Pll that is maintained by the
inaccurate PIl that is maintained by the system corrected or amended is addressed by the individual applications or
system corrected or amended, as processes that are hosted within the GSS Cloud environment.
appropriate?

7. s the source of the information from the

individual or is it taken from another
source? If not directly from individual, then
what other source?

The sources of information maintained within the GSS Cloud environment is
addressed by the individual applications or processes that are hosted within the
GSS Cloud environment.

H. MAINTENANCE AND ADMINISTRATIVE CONTROLS

8.

What opportunities do individuals have to
decline to provide information or to consent
to particular uses of the information?

The opportunities for individuals to decline to provide information or to consent
to particular uses of information is addressed by the individual applications or
processes that are hosted within the GSS Cloud environment.
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9. Do other systems that interconnect to the Some internal agency, on-premises systems will interconnect with and share PII
system share, transmit, or access the Pll in with applications hosted within the GSS Cloud environment -- this includes
the system? If yes, explain the purpose for on-premises applications that share, transmit, and access Pll stored within the
system to system transmission, access, or CPSC Data Lake, which is hosted within the GSS Cloud.
sharing of PII.

10. What involvement will contractors have with 11,6 Gss Cloud system operates within the Microsoft cloud environment and is
the design and maintenance of the system? |offered as an laaS and PaaS. The Azure environment allows Microsoft to manage
Has a contractor confidentiality agreement  |the underlying hardware, connectivity, and physical infrastructure, while CPSC
or a Non-Disclosure Agreement (NDA) been |maintains responsibility for a subset of the design and maintenance
developed for contractors who work on the |responsibilities. No contractors are involved with the design and maintenance of
system? the core GSS Cloud environment.

11. What are the retention periods of Pl for this Retention periods for Pl stored within the GSS Cloud environment are
system? Under what guidelines are the determined by the individual applications or data hosted within the GSS Cloud.
retention periods determined? Who
establishes the retention guidelines?

12. What are the procedures for disposition of | pat; retention and disposal requirements and processes are determined by the
the Pll at the end of the retention period? individual applications or data hosted within the GSS Cloud.

How long will any reports that contain Pl be
maintained? How is the information CPSC follows NARA records schedules for data retention.
disposed (e.g., shredding, degaussing,
overwriting, etc.)?
13. Is this system currently identified as a CPSC

system of records? If so, under which notice
does the system operate?

No, the GSS Cloud is not identified as a CPSC system or records.

I. ACCESS TO DATA

14.

Who will have access to the data in the
system? (e.g., contractors, managers,
system administrators, developers, other).

CPSC employees, managers, contractors, system administrators, and developers.

15.

What controls are in place to prevent
unauthorized access to the data?

EXIT has implemented several security controls to protect unauthorized access to
the data stored in GSS Cloud, these include (but are not limited to) multi-factor
authentication, system hardening, encryption of data at rest, and encryption of
data in transit. Additionally, users are bound by various agency security policies
and System Rules of Behavior. Users also receive annual security awareness and
privacy training.
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16. What controls are in place to prevent the Applications hosted within the GSS Cloud environment implement role-based
misuse (e.g., browsing) of Pll by those having | access controls--which limit access to specific and sensitive data sets to specific
access? system roles or job functions.

17. Is access to the Pll being monitored, tracked, Applications hosted within the GSS Cloud employ system monitoring, logging, and
or recorded? auditing to track and record user access to PIl.

18. For CPSC support staff, how is access to the | ror cpsc support staff, access is determined by either job role and/or
Pll determined? Are criteria, procedures, management approval. Access decisions are tracked and documented as
controls, and responsibilities regarding Helpdesk tickets.
access documented? Does access to Pl
require manager approval?

19. What third-party organizations will have Occasionally, some contractors may have access to the Pll stored within the GSS
access to the PII (if known)? Who Cloud as part of system maintenance or development efforts. Contractor security
establishes the criteria for what Pll can be and privacy protection requirements are stipulated in standard clauses within
shared? contractor statements of work and procurement documents.

20. What CPSC personnel roles will have access Users, managers, contractors, system administrators, and developers.
to Pll fields (e.g., users, managers, system
administrators, developers, contractors,
other)?

21. Will any of the personally identifiable

information be accessed remotely or
physically removed?

No.
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